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APR 11 2008

OFFIGE OF
ENVIRONMENTAL INFORMATION

Mr. Paul Wester

Director, Modern Records Program

National Archives and Records Administration
8601 Adelphi Road

College Park, Maryland 20740-6001

Dear Mr. Wester:

I am writing to inform you of a possible unauthorized destruction of computer files
maintained by the U.S. Environmental Protection Agency (EPA or Agency) that may have
contained e-mail records that had not yet been captured in a recordkeeping system in accordance
with EPA and National Archives and Records Administration requirements. Specifically, the
Agency did not adequately maintain limited-access e-mail accounts used by former
Administrators, and it cannot be determined with certainty that all record material had been
printed and filed prior to the destruction of the electronic data. The Agency has also discovered
an instance of improper use of a non-EPA e-mail account for official business by a former
Acting Administrator. This notification is being made in accordance with 36 CFR, Subpart G,
Section 1228.104.

Background — Administrators’ E-Mail Accounts

The Agency has always welcomed public comment via any mechanism, including
electronic mail, and it has not restricted access by requiring the use of html forms or similar
comment-gathering mechanisms as have some federal agencies. This open comment policy,
however, has one practical drawback: most members of the public address their e-mails to the
Administrator, which means the Administrator receives hundreds of thousands of incoming e-
mails to his or her account each year. Clearly, it would be impossible for the Administrator to
use such a high-volume account for regular communication with staff or, as permitted under the
Agency’s de minimis use policy, occasional communication with family or friends.

In recognition of this problem, in the 1990’s, the Agency’s Office of Environmental
Information (OEI) (and its predecessor organization) assigned Administrators and Acting
Administrators two e-mail accounts. The primary account uses the Agency’s standard naming
convention (lastname.firstname@epa.gov). The address for the secondary account generally
uses a standard prefix (the word “to’") with a name or word supplied by the Administrator or
Acting Administrator. Each Administrator or Acting Administrator has been assigned his or her
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own secondary account, and the accounts are not associated with each other. The secondary e-
mail accounts are configured so the account holder’s name appears in the “sent by” field.

OEI is responsible for creating the primary and secondary accounts and for maintaining
the Agency’s e-mail servers and other infrastructure. Information technology (IT) staff members
(i.e., Agency contractors) in the Office of the Administrator are responsible for setting up the
accounts on users’ computers (i.e., installing the .id files and linking to the ¢-mail server).

This dual-account structure was first implemented during former Administrator Carol
Browner’s tenure (January 22, 1993 - January 19, 2001), and it has been used by every
Administrator or long-term Acting Administrator since that time.

Account Management and Access

Access to the secondary e-mail accounts is extremely limited. Ordinarily, only the
Administrator or Acting Administrator, one executive assistant, and the OEI Lotus Notes server
administrator(s) are granted permission to access the accounts. Few EPA staff members, usually
only high-level senior staff, even know that these accounts exist. Therefore, responsibility for
identifying, printing, and submitting records for filing in accordance with EPA records schedules
falls to the Administrator or Acting Administrator, and, if directed by the Administrator or
Acting Administrator, to the executive assistant. Each incoming Administrator is briefed on his
or her records management responsibilities by the EPA Records Officer and a representative
from the Office of General Counsel.

Discovery of the Unauthorized Data Destruction

In early August 2007, Administrator Johnson’s executive assistant was searching his
secondary e-mail account for records responsive to a Congressional request for information. The
assistant discovered that e-mail messages older than 90 days were no longer present in the
account (all of which had already been reviewed and, if determined to be record material, had
been printed and filed). The assistant alerted the appropriate IT staff immediately.

The IT staff determined that a system setting had been inadvertently activated that
automatically deletes e-mails that have not been modified during the previous 90 days. Staff was
unable to determine the cause of the setting change, but neither the Administrator nor his
assistant made the change. The auto-delete setting was immediately deactivated to comply with
the Chief Information Officer’s March 2006 requirement to suspend automatic e-mail deletion
indefinitely. On September 15, 2007, OEI ran an Agency-wide compliance check to determine if
other users had been affected. Since that time, OEI has run monthly compliance checks and
follows up with any offices where users have turned the feature on or where a computer error has
resulted in the feature being activated.

The review of Administrator Johnson’s secondary e-mail account prompted an inquiry
into the status of accounts that had not been in recent use, i.e., the secondary accounts of former
Administrators. An investigation was begun by the Administrator’s Office (AQ) staff in
cooperation with OEI staff. AO and OEI staff discovered that the secondary accounts for former
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Administrators Carol Browner (January 22, 1993 - January 19, 2001), Christine Todd Whitman
(January 31, 2001 - June 27, 2003), and Michael O. Leavitt (November 6, 2003 - January 25,
2005), are no longer being maintained, but the secondary account for former Acting

Administrator Marianne Horinko (July 12, 2003 - November 35, 2003) is still being maintained.

Agency Response and Recovery Efforts

The Agency has taken steps to reconstruct the secondary e-mail accounts of former
Administrators and Acting Administrators. The Agency’s recovery efforts began with a
thorough search of archive servers to determine if copies of the Administrators” accounts had
been saved. No such copies were found.

EPA’s Office of Executive Services oversaw a search of every electronic mailbox and
archive database on every server throughout the Agency for any extant copies of e-mails sent to
or from the secondary e-mail accounts, The search covered 82 servers, over 35,000 databases,
and more than 255 million e-mail messages. It was conducted with the assistance of server
administrators in headquarters, the regions, and EPA laboratories. A total of 6,647 individual e-
mail messages were sent from or to the secondary accounts Administrator Johnson (5,974) and
former Administrator Leavitt (673). Of these, 433 were sent from Administrator Johnson’s
secondary account and 66 were sent from former Administrator Leavitt’s secondary account.

Of the 433 recovered sent messages, five were determined by the Office of the Executive
Secretariat to be records from former Administrator Leavitt's secondary account. In an
abundance of caution, four additional e-mails from Administrator Johnson's secondary e-mail
account were printed and filed.

Assessment of Potential Loss

Precise assessment of the completeness of the Agency’s records with regard to the
secondary e-mail accounts is impossible, given the loss of data, limited account access, and
turnover of personnel. Compounding the assessment problem is a lack of information on former
Administrators’ use of their secondary accounts.

One certain aspect is that the recovery protocol could not capture two categories of e-
mails: (1) e-mails from a non-EPA account addressed to the secondary e-mail accounts (and
without a cc or bee to another EPA employee); and e-mails sent from any of the secondary
accounts to a non-EPA e-mail account (and without a cc or bee to another EPA employee).

The following represents the Agency’s best approximation of the extent and impact of the
loss of e-mails from the secondary accounts, if any, for each Administrator and Acting
Administrator:

e Carol Browner — No Loss — Former Administrator Browner reportedly did not use her
secondary e-mail account, therefore there was no loss of e-mail records.



e Christine Todd Whitman — No Loss — Former Administrator Whitman never used her
secondary account to conduct Agency business, therefore there was no loss of e-mail
records.

» Marianne Horinko - No Loss — Former Acting Administrator Horinko’s secondary
account exists and is complete. Therefore, there was no loss of e-mail records.

o Michael O. Leavitt — Minimal Loss (Possible) — It is unclear the extent to which former
Administrator used his secondary EPA ¢-mail account. However, the retrieval efforts
identified 56 e-mail messages sent from the secondary account; of those, five have been
identified as records and printed and filed. -

e Stephen L. Johnson — No Loss — Administrator Johnson’s secondary e-mail account has

been consistently reviewed for record material, and records have been printed and filed in
accordance with applicable schedules.

Safeguards Against Future Losses

The Agency recognizes the seriousness of this issue and is committed to ensuring that it
does not occur again. The Office of Environmental Information’s monthly review of e-mail
account settings mitigates the risk of further losses due to Lotus Notes auto-delete functionality.
Continuing records management briefings and training ensure that cach Administrator and their
staff are aware of their records management responsibilities. The current Administrator’s
practices serve as a model for future Administrators and their staff. And, finally, implementation
of new technology, like the Enterprise Content Management System, helps streamline records
capture, which should ensure greater future compliance.

Improper Use of Non-EPA E-Mail Account

During its review of former Administrators’ secondary e-mail accounts, EPA staff
discovered one instance of the improper use of a non-EPA e-mail account for what seems to be
official business. Former Acting Administrator Marianne Horinko, on July 20, 2003, responded
to an e-mail from a contractor in which he states that he “need[s] to fill [Acting Administrator
Horinko] in more” about issues relating to the World Trade Center. The Acting Administrator
replied, from her secondary e-mail account, to “remember home email (sic) address... All of this
email (sic) is official.”

I should note that this is the sole example of such an infraction among thousands of
secondary account e-mails (including more than 1,300 from Acting Administrator Horinko) that
were reviewed. The fact that only one example was found, however, in no way excuses the
infraction, particularly since it was the Acting Agency head who gave the instruction to use the
non-EPA account.

In accordance with recommendations in the Government Accountability Office’s report
on federal e-mail records management practices, EPA will soon issue an explicit policy
statement that clearly prohibits the use of non-EPA e-mail accounts and non-EPA instant
messaging applications in the conduct of official business unless extenuating circumstances
warrant such use (e.g., failure of EPA e-mail servers). The policy statement will be clear that if
non-EPA e-mail resources are used, the Agency's records management requirements still apply.



This information will be incorporated in mandatory Agency record management trainings and in
briefings to EPA senior officials and their staffs. The Agency is confident that clear policies,
training and continuing education and attention to these and other records management matters

are our most effective strategies.

If you have any questions about this notice or require additional information, please
contact me at (202) 566-1643 or at ellis.john@epa.gov.

incerely,
- n
’WMA%(J Mc % TV
John B. Ellis
Agency Records Officer

cc: Laurence Brewer, Director, NARA Lifecycle Management Division
Byron Brown, EPA Office of General Counsel



